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Differential Privacy

Differential Privacy

Definition ((¢,9)-DP)

A randomized algorithm M : X" — O is (e, §)-differential private if for every pair of adjacent
data sets D, D’ € X" that differ by one individual datum and every measurable S C O,

P(M(D) € S) < e -P(M(D') € S)+36
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Differential Privacy

Definition ((¢,9)-DP)

A randomized algorithm M : X" — O is (e, §)-differential private if for every pair of adjacent
data sets D, D’ € X" that differ by one individual datum and every measurable S C O,

P(M(D) € S) < e -P(M(D') € S)+36

@ The probability measure P is induced by the randomness of M only.
@ Many equivalent definitions and other privacy notions.

@ The privacy leakage can be characterized by measuring the dissimilarity between output

distributions produced by applying the algorithm to pairs datasets differing in one
individual.
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Differential Privacy

Gaussian Mechanism

@ Given a dataset D, we wanna compute f(D) whose £,-norm sensitivity is

Ap = sup [[f(D) = £(D')p.
D=~D'

@ A typically mechanism towards (£, )-DP is to add noises

M(D) = f(D) +Nnoise-

Xiang Li (Peking University) Lower Bounds and Privacy Amplification April 28, 2023

5/39



Differential Privacy

Gaussian Mechanism
@ Given a dataset D, we wanna compute f(D) whose £,-norm sensitivity is

Ap = sup [[f(D) = F(D')llp-
D~D’

@ A typically mechanism towards (£, )-DP is to add noises

M(D) = f(D) +Nnoise-

@ Gaussian mechanism [Balle and Wang, 2018] uses N(0, 0°l4) with

A, go JAVS ET
o220 o (227 <y
(20’ Ag) € ( 20 Ag)_

\/2log(1.25/4
e Ife,6 € (0,1), we can set 0 = Ag#.
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Gizz2 i Elz
Case Study 1: Low-dim Mean Estimation

Given D = {x;}ic[s) € X" with x; "L P, the target is u = Ex [Cai et al., 2021].

If P is d-dim o?-sub-Gaussian with mean ||1i||oo < o, for properly small § and large n, d,

d d?log(1/0)

inf E[[M(D) — p||2 = o? | — + —=212 ). 1
Mely\/ts,a/iz% IMD) = nlla = o (njL n2e2 ) (1)
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Case Study 1: Low-dim Mean Estimation

Given D = {x;}ic[s) € X" with x; "L P, the target is u = Ex [Cai et al., 2021].

If P is d-dim o?-sub-Gaussian with mean ||1i||oo < o, for properly small § and large n, d,

d d?log(1/0)
. o 2 — 2 ("
Me'ﬂl,g ;légEHM(D) pla zo (n T2 |-

@ (1) is achieved (up to log factors) by gaussian noise adding after truncation,

M(D) = % Z MNr(xi) + N (0, w : |d> )

: n2e?
i€[n]

where R =~ o+/log n.
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Gizz2 i Elz
Case Study 2: Sparse Mean Estimation

Given D = {x;}ic[n) € X" with x; L8P, the target is u = Ex [Cai et al., 2021].

If P = N(p,0?ly) with ||ullo < s and ||u]lee < 1 ,for properly small s, & and large n, d,

inf sup E|M(D) — ul}3 = o (

slogd s?log?d
MeM. s pep ’

n n2e2
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Gizz2 i Elz
Case Study 2: Sparse Mean Estimation

Given D = {x;}ic[n) € X" with x; L8P, the target is u = Ex [Cai et al., 2021].

If P = N(p,0?ly) with ||ullo < s and ||u]lee < 1 ,for properly small s, & and large n, d,

inf sup E|M(D) — ul}3 = o ( (2)

slogd s?log?d
MeM. s pep ’

n n2e2

@ After truncation, (2) is achieved by Laplace noise adding to the privately selected top-s
entries (named peeling).
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Minimax Lower Bounds [EeEERSITITN

Case Study 3: (Generalized) Linear Regression

Given D = {(yi, X)) }ic[n With x; "5 P and y; = x 8+ N(0,02)(||8]|2 < 1), the goal is to
estimate (3 privately [Cai et al., 2021].

If P is d-dim o?-sub-Gaussian with ¥, = Cov(x;), for properly small §,¢ and large n,d,

d d?
inf  sup E[[M(D) - 8|2 = o?| =+ —— |. 3
i, up |M(D) - Blls, Z o ( ) (3)
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Given D = {(yi, X)) }ic[n With x; "5 P and y; = x 8+ N(0,02)(||8]|2 < 1), the goal is to
estimate (3 privately [Cai et al., 2021].

If P is d-dim o?-sub-Gaussian with ¥, = Cov(x;), for properly small §,¢ and large n,d,

d d?
inf  sup E[[M(D) - 8|2 = o?| =+ —— |. 3
., 3P |M(D) - Blls, Z o ( ) (3)

@ (3) is achieved by Differentially Private Linear Regression (DP-GD) where we truncate the
gradient and then add gaussian noises.
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Minimax Lower Bounds [EeEERSITITN

Case Study 3: (Generalized) Linear Regression

Given D = {(yi, X)) }ic[n With x; "5 P and y; = x 8+ N(0,02)(||8]|2 < 1), the goal is to
estimate (3 privately [Cai et al., 2021].

If P is d-dim o?-sub-Gaussian with ¥, = Cov(x;), for properly small §,¢ and large n,d,

d d?
inf  sup E[[M(D) - 8|2 = o?| =+ —— |. 3
i, up |M(D) - Blls, Z o ( ) (3)

@ (3) is achieved by Differentially Private Linear Regression (DP-GD) where we truncate the
gradient and then add gaussian noises.

@ Similar counterpart results for sparse/generalized linear models [Cai et al., 2020].
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Minimax Lower Bounds [EeEERSITITN

Case Study 4: Learning Gaussian Distribution

Theorem (Theorem 1.5 in [Kamath et al., 2019])

Any (,0)-DP algorithm that takes samples from an arbitrary unknown Gaussian distribution
P and outputs a Gaussian distribution Q such that

a2 ae

d’>  d?
TV(P, Q) < a with probability > 0.9 requires n = Q ( + ) .
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Theorem (Theorem 1.5 in [Kamath et al., 2019])

Any (,0)-DP algorithm that takes samples from an arbitrary unknown Gaussian distribution
P and outputs a Gaussian distribution Q such that

a2 ae

d’>  d?
TV(P, Q) < a with probability > 0.9 requires n = Q ( + ) .
e TV(N(u, ), N(i/, X)) = O(a) if ||p — t/||ls L@ and [T — Y5z < .
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Minimax Lower Bounds [EeEERSITITN

Case Study 4: Learning Gaussian Distribution

Theorem (Theorem 1.5 in [Kamath et al., 2019])

Any (,0)-DP algorithm that takes samples from an arbitrary unknown Gaussian distribution
P and outputs a Gaussian distribution Q such that

a2 ae

d>  d?
TV(P, Q) < a with probability > 0.9 requires n = Q ( + ) .

e TV(N(u, ), N(i/, X)) = O(a) if ||p — t/||ls L@ and [T — Y5z < .
@ Worse by a factor of d due to unknown covariance.
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Empirica Risk Minimization
Empirical Risk Minimization (ERM)

e With D := {xg, -+, Xxp}, we want to minimize

L(0, D) ZMX, ) over § € C (4)
Ie[n]

where we assume £(-, x) is (i) convex and (ii) 1-Lipschitz in £p-norm for all x's that is

1600, x) — £(0",x)| < |0 — 6]
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Ie[n]

where we assume £(-, x) is (i) convex and (ii) 1-Lipschitz in £p-norm for all x's that is

1600, x) — £(0",x)| < |0 — 6]

o Generalized linear model (GLM) loss: £(6, (x,y)) = b(x"0) — yx 6.
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Empirica Risk Minimization
Empirical Risk Minimization (ERM)

e With D := {xg, -+, Xxp}, we want to minimize
L£(9, D) ZMX, ) over 0 € C (4)
Ie[n]

where we assume £(-, x) is (i) convex and (ii) 1-Lipschitz in £p-norm for all x's that is

1600, x) — £(0",x)| < |0 — 6]

o Generalized linear model (GLM) loss: £(6, (x,y)) = b(x"0) — yx 6.
@ The (worst) excess empirical risk of = M(D) is

(sup)E (.c(é, D)~ inf £(6. D)) . (5)
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Minimax Lower Bounds Empirical Risk Minimization

Lower Bounds for ERM

Paper C-free | pin {, Loss Smooth | Lower bounds
[Bassily et al., 2014] |  x 2 GLM | x&./ vd
[Song et al., 2021] vV 2 GLM X @
. % Vd
[Asi et al., 2021] Vv 1 general ) va :\Elzij)zﬁ
[Livand Lu, 2021] | +/ | [1,00) | general |  x Vdlog(1/0)

Table: Minimax lower bounds on the excess empirical risk for (¢,)-DP convex and Lipschitz ERM
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Empirical Risk Minimization
Lower Bounds for ERM

@ The current best upper bound [Bassily et al., 2021] with ||C||, < 1 is

- 1 N 1-1/p
@) <min {Iogd, } ﬂ) for p € [1,2] and O (d ) for p € (2, 00).
p—1) en en

@ There is a phase transition near p = 1 under smoothness assumption.

Xiang Li (Peking University) Lower Bounds and Privacy Amplification April 28, 2023

13/39



Empirical Risk Minimization
Lower Bounds for ERM

@ The current best upper bound [Bassily et al., 2021] with ||C||, < 1 is

- N 1-1/p
@) <min {Iogd, 1} ﬁ) for p € [1,2] and O (d ) for p € (2, 00).
p—1J en en

@ There is a phase transition near p = 1 under smoothness assumption.

@ Non-private lower bounds [Agarwal et al., 2009]
p 1 (1,2] [2,0)

log d 1 1\1/p | gt/2-i/e
Y | | () eie

Table: Lower bounds for non-private population excess risks
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Minimax Lower Bounds [SITTUTHETSY

Take-away Messages

@ Optimal estimation error = optimal statistical error + cost of privacy

@ As long as ¢ is properly large, privacy could come "for free".

Xiang Li (Peking University) Lower Bounds and Privacy Amplification April 28, 2023 14 /39



Minimax Lower Bounds Summary

Take-away Messages

Optimal estimation error = optimal statistical error + cost of privacy
As long as ¢ is properly large, privacy could come "for free".

Lower bounds vary case by case.

Prior knowledge and problem structures influence the lower bounds.
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The Algoithm
Differentially private SGD (DP-SGD [Abadi et al., 2016])

Require: learning rate 7, noise scale o, batch size B, gradient norm bound C.
Initialize 6y randomly

for t € [T] do
Take a random sample S; with sampling probability g := B/n
Compute gradient: g; < VL(0;,5;)
Clip gradient: g < g/ max (1, 1812) (for DP-SGD)
Add Gaussian noise: g; + g; + N (0,02ly)
Descent: ;11 < 0; — n:8:
Projection: 0,1 < MN¢(6:+1) (for Noisy-SGD)
Output 01 and compute the overall privacy cost (&,0) using a privacy accounting method.
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DP-SGD The Algorithm

Numerical Experiments
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Figure: Accuracy for different noise levels of DP-SGD on MNIST (from [Abadi et al., 2016]).
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i )
DP Analysis for DP-SGD

Property (Post-processing)
If M is (¢,6)-DP, then F o M is also (e, d)-DP.

Property (Subsampling)

If M is (¢,6)-DP and U is the Poisson sampler that selects each data with probability q, then
Mo U is (O(qge), qd)-DP.

Property (Advanced composition)

If M is (¢,5)-DP, then M°* is (O(e+/klog(1/4)), O(kd))-DP if ¢ < 1/v/k.
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i )
DP Analysis for DP-SGD

Property (Post-processing)
If M is (¢,0)-DP, then F o M is also (¢, d)-DP.

Property (Subsampling)

If M is (¢,6)-DP and U is the Poisson sampler that selects each data with probability q, then
Mo U is (O(qge), gd)-DP.

Property (Advanced composition)

If M is (¢,5)-DP, then M°* is (O(e+/klog(1/4)), O(kd))-DP if ¢ < 1/v/k.

For sufficiently small ¢, DP-SGD is (g,0)-DP if o 7 %\/ T log % log %.
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Privacy Amplification Strategies

Privacy Amplification Strategies

Strategies that save the privacy budget (e, 0).
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Privacy Amplification Strategies

Privacy Amplification Strategies

Strategies that save the privacy budget (e, 0).

@ Subsampling [Balle et al., 2018, 2020]:

randomize samples used in nested computations.
o lteration [Feldman et al., 2018]:

hide intermediate information in iterative optimization.

@ Post-processing [Balle et al., 2019]:

modify the output by stochastic post-processing.
o Data sketching [Yu et al., 2021]:

add noises embedding a low-dimensional subspace.
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Privacy Amplification Strategies (1) Privacy Amplification via Sampling

Privacy Amplification via Sampling

Definition (Privacy profile)
m(e) = Dsug, Des(M(D) || M(D"))

where De: is the hockey-stick divergence, i.e., f-divergence introduced by f(t) = (t — €®)4.
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Privacy Amplification Strategies (1) Privacy Amplification via Sampling

Privacy Amplification via Sampling

Definition (Privacy profile)
m(e) = Dsug, Des(M(D) || M(D"))

where De: is the hockey-stick divergence, i.e., f-divergence introduced by f(t) = (t — €®)4.

e Mis (,0)-DP < dp(e) < 6.
@ 0p(e) returns the smallest § that makes M (g,0)-DP for a given ¢.
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Privacy Amplification Strategies (1) Privacy Amplification via Sampling

Privacy Amplification via Sampling

Theorem (Theorem 13 in [Balle et al., 2020])

Let U be the Poisson subsampling with probability q, then

Smou(e’) < q - dm(e) where &' = log(1 + g(e® —1)).
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Privacy Amplification Strategies (1) Privacy Amplification via Sampling

Privacy Amplification via Sampling

Theorem (Theorem 13 in [Balle et al., 2020])

Let U be the Poisson subsampling with probability q, then

Smou(e’) < q - dm(e) where &' = log(1 + g(e® —1)).

0.4
— M

0.34 MoU,q=0.9
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=0.2
0.1
0.0

0.0 0.5 10 15 20 25
€

Figure: Privacy profiles of M(D) = N(0,1) and M(D') = .+ M(D) with A, = 1.
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Privacy Amplification Strategies (1) Privacy Amplification via Iteration

Rényi Differential Privacy: Definition

Definition (Rényi divergence)

Let1 < o < oo and u,v be measures with 1 < v. The Renyi divergence of order o between 1

and v is defined as Rl | 1) = 1 In/ <N(Z)>a v(z)dz
o o—1 v(2) '
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Privacy Amplification Strategies (1) Privacy Amplification via Iteration

Rényi Differential Privacy: Definition

Definition (Rényi divergence)

Let1 < o < oo and u,v be measures with 1 < v. The Renyi divergence of order o between 1

and v is defined as Rl | 1) = 1 In/ <N(Z)>a v(z)dz
o o—1 v(2) '

v
Definition ((«,<)-RDP)
For1 < a < 00, a randomized algorithm M : X" — R is («, £)-Rényi differentially private if
sup R.(M(D) || M(D")) <.
DD
v

Xiang Li (Peking University) Lower Bounds and Privacy Amplification April 28, 2023 23/39



Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Rényi Differential Privacy: Properties

aA%
) D52

@ If My is (a,e1)-RDP and M, is (cv,e2)-RDP, then My o My is (v, 1 + €2)-RDP.
o If M is (a,e)-RDP, then it is (5 + |n(1/5)’5) -DP for any 0 < § < 1.

@ Gaussian mechanism that adds N'(0,521) is (a )-RDP.

a—1
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Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Privacy Amplification via lteration: Key Result

Theorem (Theorem 1 in [Feldman et al., 2018))
Let xg € R? and let Xt be obtained from xg by iterating

Xt+1 = 1/Jt+]_(Xt) + Zf-‘rl Wlth Zt+1 ~ N(O, 0'2|d)

for some sequence of contractive (or 1-Lipschitz) maps {{:}[_;. Let X denote the output of
the same process started at some xj). Then for every o > 1,

allxo — x|

/
<
RQ(XT || XT) — 27-0_2
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Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Privacy Amplification via lteration: Key Result

Theorem (Theorem 1 in [Feldman et al., 2018))

Let xg € R? and let Xt be obtained from xg by iterating

Xt+1 = 1/Jt+]_(Xt) + Zf-‘rl Wlth Zt+1 ~ N(O, 0'2|d)

for some sequence of contractive (or 1-Lipschitz) maps {{:}[_;. Let X denote the output of
the same process started at some xj). Then for every o > 1,

allxo — x|

/
<
RQ(XT || XT) — 27-0_2

Example

If f:RY — R is convex and S-smooth, then ¢(x) = x — nVf(x) is contractive if n < 2/8.
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Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Analysis for Noisy-SGD with One-pass Shuffling

Require: Data set D = {xi,...,x,}, learning rate 7, starting point 6y € C, noise scale o.
for t € {0,...,n—1} do
Vipl <— Wp — T](V@E(Ht, Xt+1) + N(O, U2|d))
011 < Me (vey1)
return the final iterate 6, or random stopping iterate 8 where T ~ Uniform([n])
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Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Analysis for Noisy-SGD with One-pass Shuffling

Require: Data set D = {xi,...,x,}, learning rate 7, starting point 6y € C, noise scale o.
for t € {0,...,n—1} do
Vipl <— Wp — T](V@g(gt, Xt+1) + N(O, U2|d))
011 < Me (vey1)
return the final iterate 6, or random stopping iterate 8 where T ~ Uniform([n])

Theorem (Theorem 23 and 26 in [Feldman et al., 2018])

Recall that (-, x) is convex L-Lipschitz and 3-smooth functions over the convex set C C RY.
Assume n < 2/B3,a > 1, starting point wy € C, 0 > L\/2(ov — 1)a, and dataset S € X". For
the above algorithm,

@ The last iterate 0,(D) is (

7W) -RDP for the j-th data.

@ The random-stop iterate 61(D) is ( M) RDP.

Xiang Li (Peking University) Lower Bounds and Privacy Amplification April 28, 2023 26/39



Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Analysis for Noisy-SGD with One-pass Shuffling: Limitation

@ Only one pass of data = Use the composition theorem to analysis multiple passes
— unbounded RDP loss.

@ The often use of batched samples.

@ Unclear for strongly convex case.
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Privacy Amplification Strategies (11) Privacy Amplification via Iteration

Analysis for Noisy-SGD with One-pass Shuffling: Limitation

@ Only one pass of data = Use the composition theorem to analysis multiple passes
— unbounded RDP loss.

@ The often use of batched samples.

@ Unclear for strongly convex case.

All the above addressed by Altschuler and Talwar [2022] recently. )
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Privacy Amplification Strategies (1) Privacy Amplification via Iteration

Analysis for Noisy-SGD with Hidden States

Rényi Differential Privacy of Noisy-SGD Rényi Differential Privacy of Noisy-SGD

r 3 ' 3

Legend

= existing results

Legend

= existing results

(privacy leaks ad infinitum)

D (privacy leaks ad infinitum)
na? I =— our result — ourresult
(no leakage after T = n) K (no leakage after T = k)
nzo-z - :
1
2z T ) R B / '
} } » # Iterations T n’q? e} » # Iterations T
1 Dn 1 K
n
(a) Convex and smooth losses. (b) Strongly convex and smooth losses.

Figure: The RDP loss of Noisy-SGD is identical except for an unavoidable worsening in an initial phase

(cited from [Altschuler and Talwar, 2022]).
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Privacy Amplification Strategies (1) Privacy Amplification via Post-processing

Privacy Amplification via Post-processing

Definition (Markov operator)

Let K: O — P(0) be a Markov operator with x — K(x)(E) a measure on O.

@ For a distribution v € P(0), (vK)(E) = [ K(x)(E)v(dx).
@ For a function f : O — R, (Kf)(x) = [ f(y)K(x,dy).
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Privacy Amplification Strategies (111) Privacy Amplification via Post-processing

Privacy Amplification via Post-processing

Definition (Markov operator)

Let K: O — P(0) be a Markov operator with x — K(x)(E) a measure on O.
@ For a distribution v € P(0), (vK)(E) = [ K(x)(E)v(dx).
@ For a function f : O — R, (Kf)(x) = [ f(y)K(x,dy).

Theorem (Theorem 1 in [Balle et al., 2019))

If the Markov operator K satisfies sup, ,» TV(K(x), K(x")) <~ < 1, then for any (e, )-DP
mechanism M, K o M is (e,~6)-DP.
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(1) Privacy Amplification via Post-processing
Diffusion Mechanism

o Consider a family of Markov operators P = {P;};>¢ satisfying PPs = Pys.

@ Assume (i) there exists a unique non-negative invariant measure \, (ii) P; has a
symmetric kernel p:(x,y) = p:(y, x) w.r.t. A, and (iii) its generator L defined by
Lf = &(Pyf)|r—o satisfies Lo(f) = ¢/(f)Lf + ¢"(f)[(f) for any differentiable ¢ : R — R.

o I is the carré du champ operator: [(f,g) = 3(L(fg) — fLg — gLf) and [(f) = ['(f, ).
@ L is a second-order differential operator without constant terms.
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Diffusion Mechanism

o Consider a family of Markov operators P = {P;}+>¢ satisfying PtPs = Pis.

@ Assume (i) there exists a unique non-negative invariant measure \, (ii) P; has a
symmetric kernel p:(x,y) = p:(y, x) w.r.t. A, and (iii) its generator L defined by
Lf = L (P¢f)|¢=o satisfies Lo(f) = ¢/ (F)Lf + ¢"(f)T(f) for any differentiable ¢ : R — R.

o I is the carré du champ operator: [(f,g) = 3(L(fg) — fLg — gLf) and [(f) = ['(f, ).
@ L is a second-order differential operator without constant terms.

Theorem (Theorem 6 in [Balle et al., 2019))

The diffusion mechanism MY (D) = P.(f(D)) is (o, a\(t))-RDP for any o > 1 and t > 0

where
oo

B p(F(D).) ) .
N0 = s [~ swor (1og 2475y ) ds
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Privacy Amplification Strategies (111) Privacy Amplification via Post-processing

Ornstein-Uhlenbeck Mechanism

@ Ornstein-Uhlenbeck process: dX; = —6Xdt + \@det

o Pi(x)=N (e*“x, %2 (1 - e*29t> Id) and \ = N(0, p?/01,).
o Lf = —0(x,VFf)+ p?V2f and T'(f,g) = p?(VFf,Vg).

@ Ornstein-Uhlenbeck (OU) mechanism:

ME(D) = e % f(D)+ N (o,p; (1 — e*29f) |d> .
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Ornstein-Uhlenbeck Mechanism
@ Ornstein-Uhlenbeck process: dX; = —6Xdt + \@det
o P(x)=N (e*mx, %2 (1 - e*29t> Id) and \ = N(0, p?/01,).

o Lf = —0(x,VFf)+ p?V2f and T'(f,g) = p?(VFf,Vg).
@ Ornstein-Uhlenbeck (OU) mechanism:

Mf(D) = e tf(D )+N< %( e*29f) |d>.

Corollary (Corollary 7 in [Balle et al., 2019])
The OU mechanism satisfies (a, al (t))-RDP with

LY,
r(t) = 2p%(e20t — 1)
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Privacy Amplification Strategies (V1) Privacy Amplification via Data Sketching

Privacy Amplification via Data Sketching

@ Add noises to gradients: § « g+ z with z = N(0, 02 ly).

e [E||z||3 scales linearly with the model dimension d. 5ol [yt
@ In DL, gradients live on a very low dimensional manifold. e
§ 151 —e— Input layer, p =432
) %4 First stage, p =13824
®10{ , —+ Linearlayer, p=640
0

0 20 40 60 80
Training progress

Figure: Stable rank (||Al|Z/]|All3)
of ResNet20 on CIFAR-10.
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Privacy Amplification via Data Sketching

@ Add noises to gradients: § « g+ z with z = N(0, 02 ly).
o E||z||3 scales linearly with the model dimension d.

201
@ In DL, gradients live on a very low dimensional manifold. »
§ 151 —e— Input layer, p =432
o 4 First stage, p =13824
Gradient Embedding Perturbation: B 101 —4— Linear layer, p = 640
0

© Compute the anchor subspace B from a public dataset. <l i
© Project the private gradients G into the subspace B.
0 20 40 60 80

© Obtain W = GB' and residual R = G — WB. Train
raining progress

Q Perturb them and obtain w and r. .
_ N ) _ Figure: Stable rank (||Al|Z/]|All3)
© GEP releases w' B + ¥, while B-GEP releases w' B only. of ResNet20 on CIFAR-10.
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Privacy Amplification Strategies (V1) Privacy Amplification via Data Sketching

Privacy Amplification via Data Sketching

Private dataset Private Gradients Gradient Embeddings | Aggregation & [pan had Embedding
+ (GER™?) + (WeR™) | Perturbation |3 (W € R¥)
. ‘ Reconstruction: W' B
= . w=GcB Biased Estimation
Augxiliary data with Projection - (#7B€E RP)

v random labels . ~a -

T R=G-GE'B P Release W'B +

Anchor Gradients PCAvia | Anchor Subspace Residual Gradients Aggregation & | pertiirbed Res. Gradient
* Power Method g (B € R*?, k < p) <+ (IRllz «< IGll£) Perturbation 4 (FE RP)

Annotations: + Sensitive data that is kept as secret IE Non-sensitive data E‘ Differentially private output

Figure: Overview of Gradient Embedding Perturbation (GEP) algorithm [Yu et al., 2021].
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Privacy Amplification Strategies (V1) Privacy Amplification via Data Sketching

Privacy Amplification via Data Sketching: Results

CIFAR1O, e=5 CIFAR10, =8 SVHN, e =5 SVHN, e=8
70 -I-/k“'—’_‘. 75 +/+\+/+ [ F———F—% o PR
9 70
92
£65 — *| 9 %"
g | ¢ 651 — ©P . % w0
€ 60 —% B-GEP %~ B-GEP
g ~4— GEP o —% 60{ —¥#— GEP / 88 .
gss — X 86 — GP — GP
F ® 55 / % B-GEP | gg % B-GEP
84 & GEP - GEP
sol®” 50

500 1000 1500 2000 500 1000 1500 2000 500 1000 1500 2000 500 1000 1500 2000
k k k

Figure: Test accuracy when varying the dimension of anchor subspace.
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Privacy Amplification Strategies Summary

Take-away Messages
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Privacy Amplification Strategies Summary

Take-away Messages

@ Privacy amplification via subsampling lowers the whole privacy profile dp.

@ Privacy amplification via iteration assumes secrecy of intermediate computations and
rules out sharing intermediate updates (a standard step in federated learning).

@ Given a reasonable privacy budget (e, ), no limit for the number of iterations that
Noisy-SGD can be run.
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Privacy Amplification Strategies Summary

Take-away Messages

Privacy amplification via subsampling lowers the whole privacy profile dp.

Privacy amplification via iteration assumes secrecy of intermediate computations and
rules out sharing intermediate updates (a standard step in federated learning).

@ Given a reasonable privacy budget (e, ), no limit for the number of iterations that
Noisy-SGD can be run.

Privacy amplification via post-processing perturbs outputs; privacy loss | but bias 1.

Xiang Li (Peking University) Lower Bounds and Privacy Amplification April 28, 2023 35/39



Privacy Amplification Strategies Summary

Take-away Messages

@ Privacy amplification via subsampling lowers the whole privacy profile dp.

@ Privacy amplification via iteration assumes secrecy of intermediate computations and
rules out sharing intermediate updates (a standard step in federated learning).

@ Given a reasonable privacy budget (e, ), no limit for the number of iterations that
Noisy-SGD can be run.

@ Privacy amplification via post-processing perturbs outputs; privacy loss | but bias 7.

@ Privacy amplification via sketching relies on low-dimensional projection and has better
empirical performance.
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Privacy Amplification Strategies Summary

Take-away Messages

@ Privacy amplification via subsampling lowers the whole privacy profile dp.

@ Privacy amplification via iteration assumes secrecy of intermediate computations and
rules out sharing intermediate updates (a standard step in federated learning).

@ Given a reasonable privacy budget (e, ), no limit for the number of iterations that
Noisy-SGD can be run.

@ Privacy amplification via post-processing perturbs outputs; privacy loss | but bias 7.

@ Privacy amplification via sketching relies on low-dimensional projection and has better
empirical performance.

@ To ease privacy analysis for a particular problem /algorithm, it's important to select the
appropriate privacy notion.
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@ Several lower bounds for the privacy-utility trade-off.
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@ Several privacy amplification strategies to improve the privacy-utility trade-off.
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Summary

Summary

@ Several lower bounds for the privacy-utility trade-off.
@ Several privacy amplification strategies to improve the privacy-utility trade-off.

sketching
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6T+ 1
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Figure: Summary of four privacy amplification strategies.
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